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1. Introduction 

1.1. Like all providers Arthur Online is increasingly dependent upon information systems to deliver all 

of the required administrative functions.  It is therefore essential for the operation of the 

organisation that the confidentiality, integrity and availability of information systems and data 

are maintained at a level which is appropriate to the organisation’s needs.  It follows that a high 

standard of information security is required to ensure that:  

 Information is handled in an effective and purposeful way whilst ensuring that confidentiality 

is respected, data security is preserved and that value for money is demonstrated in the 

procurement of all hardware and software. 

 All information systems are properly assessed for security and are safeguarded to minimise 

the risk of any threat to preserve: 

a) Confidentiality - restricting access to authorised persons; 

b) Integrity – maintaining data quality; complete, free from corruption or unauthorised 

modification; 

c) Availability – easily accessible when required. 

 Staff are aware of their responsibilities, roles and accountability. 

 Information systems security is an integral part of the acquisition, development, day-to-day 

operation of those systems and that levels of awareness are maintained. 

 Correct procedures are in place to ensure the security of data and information disclosed to 

other parties. 

 Procedures to detect and resolve security breaches are in place. 

 Information is secure on Arthur Online premises and in-transit between organisations. 

1.2. This document sets out the policy and strategy for the management of Information and computer 

systems within the organisation to ensure a consistent approach to the implementation of 

appropriate security controls against common threats. 

 

2. Purpose 

2.1. This policy applies to all information whether spoken, written, printed or computer-based which 

is owned, held in the custody of, or used by Arthur Online.  
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2.2. This policy also applies to all resources used in creating, processing, transmitting, storing, using or 

controlling that information, whether paper-based or electronic. 

2.3. It sets forth Arthur Online’s approach to complying with current legislation and guidance covering 

computer systems and use of email/ internet including, but not limited to: 

 Anti-Terrorism, Crime and Security Act 2001 

 Common Law Duty of Confidentiality 

 Computer Misuse Act 1990 

 Copyright, Designs & Patent Act 1988 

 Data Protection Act 1998 

 Freedom of Information Act 2000 

 Health and  Safety at Work 

 Professional Codes of Conduct 

 

2.4. Proper implementation of the policy and its procedures will demonstrate that all reasonable care 

has been taken to prevent: 

 Loss 

 Unauthorised disclosure 

 Unauthorised access 

 Destruction 

 Modifications, 

and provide a defence should proceedings be brought against the organisation.   

2.5. All Arthur Online staff are required to have an understanding of this policy.  Staff who knowingly 

breach this policy risk disciplinary action and may be personally liable for any consequences of 

their actions. In some cases, breaching this policy may lead to prosecution being brought against 

the individual concerned. 
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3. Definitions 

The following definitions are used in this document: 

3.1. Information assets include operating systems, infrastructure, business applications, off-the-shelf 

products, services, user-developed applications, records and information. 

3.2. Information Asset Owners are directly accountable to the Senior Information Risk Owner (Chief 

Executive) and must provide assurance that information risk is being managed effectively in 

respect of the information assets that they ‘own’. Information Asset Owners may be assigned 

ownership of several assets. 

3.3. Information Asset Administrators are usually operational members of staff who understand and 

are familiar with information risks in their area or department. Information Asset Administrators 

will implement the organisation’s information risk policy and risk assessment process for those 

information assets they support and will provide assurance reports to the relevant Information 

Asset Owner as necessary. 

3.4. Mobile device refers to devices which are handheld or worn; for example laptops.  

3.5. Security Incident refers to any violation or imminent threat to the Arthur Online IMT 

infrastructure. This can include denial of service, use of malicious code, unauthorised access to 

systems or inappropriate use of Arthur Online systems, such as illegal copying of software or use 

of email to threaten another person.  

4. Duties 

4.1. The Chief Executive has overall responsibility for the management of Arthur Online’s information 

security.   

4.2. The Head of IT will be responsible for the installation, siting and protection of computer 

equipment including the management of the inventory database used for tracking and auditing 

equipment.  

4.3. The Head of IT is specifically responsible for: 

(i) Monitoring and reporting on the state of Information Security within the organisation. 

(ii) Developing detailed procedures to maintain security. 

(iii) Ensuring the policies comply with relevant legislation. 
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(iv) Working with managers to ensure policies are enforced and the organisation’s 

personnel are aware of their responsibilities and accountability for Information 

Security. 

(v) Monitoring for actual or potential Information Security breaches. 

(vi) Managing security Incidents and investigating breaches as appropriate. 

4.4. Information Asset Owners and Information Asset Administrators are responsible for ensuring 

the assets for which they are responsible meet the requirements of this policy, and for ensuring 

staff using the asset are made aware of their responsibilities. 

4.5. Line managers are responsible for ensuring that staff within their teams have appropriate access 

to the Arthur Online network and systems, and that staff are aware of and abide by the 

Information Security Policy. 

4.6. All staff working for/ on behalf of Arthur Online must: 

 Be aware of the potential risks that surround the data and systems you use.  Do consider the 

security measures that you currently use in relation to these risks. 

 Store all sensitive information on central file servers and not on personal computers. 

 Safeguard portable IT equipment.  Do not leave them visible and unprotected in public places. 

Portable hardware must be installed with password protection and be encrypted with the 

preferred encryption solution. Please contact the IT Service for further information.  

 Dispose of any confidential data on printouts or computer media securely. 

 Log off and use a password protected screen-saver, if you leave a computer. 

 Use email professionally. 

 Be aware of other organisations’ related policies. 

 Wear your staff identification badge at all times. 

4.7. All staff must not: 

 Move ANY non-portable IT equipment without contacting the IT Team. 

 Use unencrypted e-mail for clinical or confidential information. 

 Share user name & passwords or use someone else's user name & password. 
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 Hold personal data on your own system without understanding the Data Protection Act and 

Principles and confirming that there is sufficient physical security in place (e.g. lockable doors). 

 Copy personal data from one system to another without confirming that the recipient system 

has the same or greater security protection. 

 Use or try to use IT networks which you have not been authorised to use.  

 Install or make copies of ANY software.   The IT Service should be consulted first. Copying 

software must be done with the authority of the copyright holder. 

 

Security Incident Management 

5. What is a security incident 

5.1. A security incident is defined as any event which may result in: 

 Degraded system integrity. 

 Loss of system availability. 

 Disclosure of confidential information. 

 Disruption of activity. 

 Financial loss. 

 Legal action. 

 Unauthorised access to applications. 

 

6. Logging security incidents 

6.1. Incidents will be categorised by severity and action/resolution recorded by the relevant system 

manager or Information Asset Owner and reported to the Information Security Manager.  Regular 

reports on security incidents will be collated and brought to the attention of the SMT.  Recurrent 

incidents and patterns will be identified and the efficiency of security measures will be regularly 

reviewed to ensure maximum effectiveness. 

6.2. Security incidents may result in disciplinary action being taken against staff responsible for the 

breach. 
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Equipment security 

7. Overview 

7.1. All access to computers located within Arthur Online must be restricted through the use of the 

same precautions that are taken for other valuable assets of the organisation. Such restrictions 

include perimeter security, making sure that security doors are closed properly, blinds drawn, and 

that any door entry codes are changed regularly. 

7.2. Staff must wear identification badges and should challenge individuals not wearing identification 

in controlled areas; visitors should be met at reception points and accompanied at all times. 

7.3. Computers that are particularly valuable or that hold critical information should be located in 

rooms that have lockable doors. Staff on termination of employment or contract must surrender 

door/entry keys/cards etc. 

7.4. All IT assets including hardware and software must be recorded on the asset register that details 

the specification, serial number, location of the asset and its maintenance date.  The IT Service 

will ensure the asset register is up-to-date. 

7.5. A computer/laptop, or any network connectable device, must not be connected to any network, 

including the Internet, without authorisation from the IT Service. 

7.6. The IT Service must be notified of all computer equipment removed off-site, with the exception of 

mobile computing devices which have been designated for off-site use.  When removed from 

Arthur Online premises the user must take all reasonable care whilst in their possession. In 

particular, equipment must not be left visible in unattended cars, in public places and 

consequently vulnerable to theft. 

7.7. Any theft, suspected theft, actual or suspected misuse must be reported to the IT Service  

immediately.  

 

8. Equipment siting and protection 

8.1. Computer equipment must be installed and sited in accordance with the manufacturer’s 

specification and Health and Safety requirements. Consideration shall be given to the avoidance 
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of situating equipment in places at risk from flooding, high humidity, temperature extremes and 

other environmental hazards (e.g. dust, magnetic sources, vibration, radio/infrared interference, 

chemical hazards and flammable gases/vapours).  The Arthur Online server room will be 

monitored by IMT staff and business continuity procedures will be tested and kept up to date. 

8.2. Drinking and eating is not allowed in areas housing critical computer equipment and doors to 

dedicated computer/ communications rooms will be kept locked at all times. Drinking and eating 

in close proximity of desktop equipment is discouraged. 

8.3. Computers must not be moved without notifying the IT Service in advance.  Each device will be 

security marked and its serial number, make, model and location recorded and entered into an 

inventory database for use by the IT Service for tracking and audit purposes.  

 

9. Power supplies 

9.1. Critical computer/communications equipment will be fitted with battery backup (UPS) to ensure 

that it does not fail during power failures.  Such battery power should suffice for at least 10 hours 

at normal usage. 

 

10. Equipment maintenance 

10.1. All central processing equipment, including file servers, will either be covered by third party 

maintenance agreements, or be subject to properly documented in-house maintenance and 

entered into the IT asset register. 

10.2. All personal computers, laptops, blackberries, IT devices and printers will be maintained by the IT 

Service unless otherwise contracted with third parties for repair of out of warranty equipment; 

provided it is cost effective (each case will be judged on its merits).  

10.3. Equipment must be sited to minimise the risk of accidental damage. Common hazards include 

drinks cups, food and overstraining of leads when equipment is moved. 

10.4. Excessive paper should not be stored on or near computer equipment due to the risk of fire.  

Computers generate a lot of heat in use and need adequate ventilation.  

10.5. Any suspected damage, which may not be visible externally (for example after dropping a 

computer), must be reported to the IT Service for checking before continued use.  
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10.6. To avoid interruption to business activity, IT equipment will be protected against loss or damage. 

Environmental controls will be installed to protect key equipment, such as file servers. 

 

11. Remote diagnostic services 

11.1. Suppliers of central systems/software expect to have remote access to such systems on request 

to investigate/fix faults. 

11.2. Each supplier requiring remote access will be required to commit to maintaining confidentiality of 

data and information and only using qualified representatives. 

11.3. Each request for remote access will be authorised by approved IT staff, who will only make the 

connection when satisfied of the need.  The connection will be physically broken when the fault is 

fixed/supplier ends his session. The Head of IT Service shall be notified when any such access is 

undertaken. 

 

12. Security of equipment off-premises 

12.1. Arthur Online recognises that the use of mobile devices (including laptops and BlackBerries) 

presents a greater security risk than static devices. Extra vigilance must therefore be exercised by 

staff with particular regard to physical security, password protection, storage media and virus 

prevention. 

12.2. Arthur Online will agree and publicise a Mobile Computing Policy which must always be followed 

in this regard. 

12.3. Equipment and data, except those designated for mobile computing usage, will not be taken off 

site without formal signed approval. Mobile devices such as laptops and BlackBerries are 

vulnerable to theft, loss or unauthorised access.  Staff using these devices will sign for receipt of 

the portable device and that they have read and understood the Mobile Computing Policy. 

12.4. Mobile devices must be properly updated with latest anti-virus software on a weekly basis 

(minimum). 

12.5. Storage media (not limited to but includes tapes, hard-disk drives, removable drives, USB memory 

sticks and DVDs/ CDs) shall be kept securely, away from hazardous environmental conditions, and 

must be encrypted. 
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13. Disposal of equipment and media 

13.1. All computer assets, including removable computer media, such as tapes and disks and printed 

reports, computers, servers, monitors, printers, laptops, mobile devices must be disposed of 

securely and removed from the IT asset register.  Disposal must be arranged through the IT 

service. All data storage devices will be purged of sensitive data before disposal. Where this is not 

possible, due to quantities involved the equipment or media will be destroyed by a technical 

waste service provider. The IT Service should be contacted for further details. 

14. Network protection 

14.1. The Head of IT Service , in conjunction with the staff of the IMT department will ensure that 

appropriate technical solutions are in place and effective to protect the organisation’s network.  

Such solutions will include, but are not limited to: 

 Firewall. 

 Anti-virus solution. 

 Capacity monitoring. 

 Internet filtering. 

 

15. User access to network, computers and applications 

15.1. Only Arthur Online staff or other authorised users are authorised to access Arthur Online 

computers and the information held on them.  Unauthorised access may contravene the 

Computer Misuse Act (1990) and Data Protection Act (1998) and other legislation leaving the user 

open to prosecution. 

15.2. Access to the network will be protected by passwords and a strong authentication device for 

modem/internet links.  Guidance on passwords is attached at Appendix 1.   

15.3. Employees will be granted access only to those areas that they require to perform their duties. 
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16. Notification of staff changes 

16.1. Managers will be responsible for notification of new employees to the IT Service to allow access 

rights to be appropriately established from effective dates. 

 

17. Use and installation of software & hardware 

17.1. The IT Service will maintain an up-to-date register of all proprietary software and hardware; to 

ensure that the organisation is aware of its assets and that licence conditions are followed.   

17.2. Under no circumstances should software or hardware other than that approved and authorised 

be loaded onto the organisation’s computers or connected to the network. Employees are not 

permitted to install personal/ non-work related software onto the organisation’s owned 

hardware.  It is a criminal offence to make or use unauthorised copies of commercial software 

and offenders are personally liable to prosecution. 

17.3. All changes to and installation of software programs may only be undertaken under the direction 

of the IT Service. 

17.4. “Games” software, except for the purpose of authorised training is not permitted for use on 

organisation’s equipment and must not be installed or used on the premises. 

17.5. Authorised training software includes "games" shipped as part of MS Windows. 

 

18. Information storage 

18.1. No information must be held that breaches the Data Protection Act (1998). Information that is no 

longer required will be disposed or archived securely and in line with the Records Management 

Policy.  Paper records containing personal information must be disposed of securely. Anything 

containing personal and/ or confidential information that does not require archiving must be 

shredded after use.  Any confidential information must be placed out of sight, preferably in locked 

cabinets when not in use. 

18.2. Databases holding personal health information must have a defined security and system 

management policy for the records and documentation. This documentation must include a clear 

statement as to the use, or planned use of the personal information.  
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19. System ownership 

19.1. Each designated critical and sensitive system will have a specified Information Asset Owner who 

must ensure compliance with the Information Technology Security Policy, ensuring the 

appropriate use of equipment, support and maintenance.  A list of asset owners and 

administrators will be maintained by the IT Service. 

 

20. Backup Policy 

20.1. Data is fully backed up to a secure offsite server twice a day  

21. Information Backup 

21.1. Information (data) is not stored on individual local drives on PCs and mobile devices. This 

information is to be stored on the network servers where available, with restricted access. This 

will maintain confidentiality, integrity and availability of that data and reduce the impact of 

breaches in physical security. Should a need arise for local storage then the IT Service must be 

contacted to approve and instruct on adequate physical security and backup arrangements. 

21.2. All back-ups will be maintained securely and will be erased in line with the backup policy. 

21.3. If information is copied between systems within the network, then employees should ensure that 

any confidential information remains secure and that the recipient system has the same or 

greater standard of security protection as the first.   

 

22. Computer viruses  

22.1. Software and information processing facilities are vulnerable to the introduction of malicious 

software, such as computer viruses and other forms of malware. 

22.2. Virus threats are a day to day threat however the type, strain, and number of incidents may well 

increase due to increased web activity.  This can cause serious disruption to both the user and the 

IT Service. 

22.3. All Arthur Online computers have a fully operating anti-virus application installed.  Updates are 

handled automatically on a daily basis. 
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22.4. Employees should not use computer media that has not been checked for viruses. Employees 

should not send computer media outside the Arthur Online network without checking them for 

viruses.  Staff must contact the IT Service if a virus incident is suspected. 

 

23. Clear screen policy 

23.1. PCs and mobile devices will require a username and password to be entered before accessing any 

software on that machine, where the operating system permits. .   

 

24. Clear desk policy 

24.1. Any confidential information must be placed out of sight, in locked cabinets when not in use. 

 

25. Group policy management policy 

25.1. The IT Service will use Microsoft group policy management to manage the desktop environment. 

Users will adhere to this policy at all times. 

 

26. User Rights Policy 

26.1. Users will not be allowed local admin rights to their PC and/ or mobile device.  All hardware and 

operating system images are locked down by the IT Service. 

 
 

27. 3G connectivity policy 

27.1. Where applicable 3G connectivity will be used to access the network for work purposes only when 

outside the network.  All users must use the airtime supplier as dictated by the IT Service. 

 

28. Wireless network policy 

28.1. There is a wireless network in place for wire-free access to the network.  The security protocol 

used by the wireless network is WPA2-Enterprise and is of industry strength standard.  Only 
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devices authorised by the IT Service and purchased by the organisation will be permitted to use 

the wireless network to access the network.  Access to the service is granted by the IT Service.  

Requests should be made to the IT Service Desk.   

 

29. Access control policy 

29.1. The IT staff will only have access to areas of the network as described in their job description.  

They must at all times use their admin username when working on all servers. The audit logging 

on all servers will always be on and used for audit purposes. 

29.2. The user will only access whatever their user profile allows them to access. The user profile is 

always created by the IT Service and authorised by the user’s line manager. 

 

Web Services (Internet and Email) 

30. Internet 

30.1. Arthur Online regards the internet as a tool for managing and delivering services and as a useful 

mechanism for the open exchange of ideas and non-confidential sources of information between 

its employees.  The internet can also be a wasteful resource in terms of the amount of time that it 

could consume if not used wisely or appropriately.   

30.2. The IT Service will monitor all internet traffic.  The data will be used for reporting and audit 

purposes. 

 

31. Email 

31.1. The office systems are a valuable asset which enable employees to benefit from efficient office 

communication.  Care should be taken when using email as it can reflect poorly on the individual 

sending or receiving the mail. Email is identical to any other form of the organisations business 

correspondence and can be legally binding or challenged.  

31.2. Users will adhere to the rules and regulations of email archiving as set by the IT Service. 

31.3. The IT Service will monitor all email traffic.  The data will be used for reporting and audit 

purposes.  
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32. IT service continuity and disaster recovery planning  

32.1. Arthur Online recognises the necessity of being able to restore computer facilities to maintain 

essential business activities following a major failure or disaster.  Business continuity is secured by 

utilising co-located servers in Dallas and London which constantly synchronise. Should one data 

centre fail the other will automatically continue the service. 

 
 

Appendix 1: Password Guidance 

 

Passwords have a valuable role in protecting systems from unauthorised access and are most effective 

when they: 

 carry no meaning  

 are not names or have other connections to the user 

 are changed regularly and are not related to previous passwords 

 are a minimum of 6 characters 

 are a mixture of letters, numbers and symbols 

 are kept secret 

 are not ‘VISITOR’, ‘GUEST’ or similar 

 are not shared 

 

Arthur Online will force users to change their password every 90 days and, access will be deleted when a 

user no longer requires access to the system.  

 

A default password is used for setting up new accounts.  On first logon the user will be prompted to change 

the password and must do so.  

 

Only the person to whom the password is issued should use that password. Employees must not divulge or 

share passwords.  Anyone who divulges their username and password to a colleague does so at their own 

risk, and should be aware that in so doing, they put themselves at risk of having their access rights abused 

and the integrity of any audit trail relating to their use of IT systems compromised. 

 

This policy will ensure proper access auditing is maintained and the security of user accounts is not 

compromised. 

 


